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Introduction 

This document is designed to help dealers with one of the easiest parts of the installation, and yet one of 

the most confusing for most dealers…Port Forwarding.  This becomes confusing because you will be dealing 

with software and hardware that is not part of the DVR and in many cases has been setup by a third party.  

The majority of the issues that you will face have nothing to do with the DVR.  

If you do not have a thorough knowledge of networking, we recommend that you find an experienced IT 

Professional that can help with this part of your installations.  It will usually take someone with networking 

knowledge less than an hour for the setup but could take the novice several hours because of issues that 

could arise regarding existing network configuration settings or network hardware issues.  The novice 

would not be familiar with these potential hazards and will become extremely frustrated before the 

solution is found. 

The customer’s ISP is a good resource for experienced IT help.  Most ISPs will contract out their associates 

to help in these situations.  In most cases, they are the ones that installed the routers and modems in the 

first place.  They also have access to other experienced professionals when a problem with their equipment 

is encountered. 

Another reason for thinking about adding the cost of an IT professional to the bid for the job is the 

confidence that you will portray to your customers.  If you are a novice and unsure of what you are doing, 

you will be portraying a poor image to your customer…they will lose confidence in your abilities and 

products very fast.   

We highly recommend that you require your customer get a static IP Address (an IP Address that does 

not change) assigned by the Broadband Internet Service Provider (ISP) for remote access to the DVR.  

Most locations DO NOT have a static IP Address.  There is usually an additional monthly charge from the ISP 

for this service, however, it is the best solution for accessing the DVR remotely.  If your customer does not 

have a static IP Address, you can set up a DNS account so that the customer can access the DVR even if the 

external IP address changes.  Most DVRs either have a free DNS service or have an option for a paid for 

service.  Most of the DVRs that we sell offer a free DNS service so check with our support to see which 

service to use. 

With that said, this document is for the dealers that have experience in working with networks and routers 

and feel that their skills are adequate.  The instructions have been divided into sections that should fit most 

situations that you will encounter. 
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Network Overview 

 

IP Address  

An IP address (IPv4) consists of four octets separated by periods. ex 1.2.3.4 Valid numbers on each octet 
range from 0 - 255. There are a few ranges of addresses specifically reserved for internal local area network 
use. 10.x.x.x, 192.168.x.x, and 172.16.x.x These addresses should only be found on a local network, and 
cannot be used on the internet. In the example diagram above the network is 192.168.1.x  

Subnet Mask  

A Subnet Mask is a way to divide a network into subnets. In the diagram above assume the subnet mask is 
255.255.255.0, the octets masked with 255 would be considered the network id. These first three octets 
must match on all addresses on this network. The fourth octet, 0, allows all valid numbers from 1-255. If an 
address of 192.168.2.200 were mistakenly entered, that machine would not be accessible as it would be 
considered on another network.  

Default Gateway  

The Default Gateway address is the address of the device which can connect to other networks, such as the 
internet. In most cases this is the router.  

DNS Server  

DNS servers are used to resolve website domain names, such as google.com, into IP addresses that a 
computer can understand. There is normally a preferred and a secondary DNS server, at minimum the 
preferred should be filled out. If the preferred server fails to respond the secondary server would then be 
contacted.  

DDNS  

DDNS servers are used to create a host name that is easier to remember, and can be used for dynamic IP 
addresses that change occasionally.  

http://dvrconnection.com/wiki/index.php?title=File:Network_diagram.jpg
http://dvrconnection.com/wiki/index.php?title=File:Network_diagram.jpg
http://dvrconnection.com/wiki/index.php?title=DDNS
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Notes: What is Port Forwarding? 

1.) Every device on the internet has at least one IP address. The IP address is a number that is used to 
identify a device or location on the Internet. 

2.) Every IP address is divided up into many ports. When one computer sends data to another computer, it 
sends it from a port on an IP address to a port on another IP address. 

3.) A port can only be used by one program at a time.  

 

A router has two IP addresses. The first IP address is the external IP address.  The second IP Address is the 
gateway or internal IP address of the router itself.  All devices connected to the router must have an IP 
address with the first three octets of the router and a fourth octet with a range between 1 - 255. While IP 
Address2 is the IP address of the DVR.  

A computer outside of the network cannot "see" a computer inside of the network…i.e. Remote Client 
software. It can only "see" and send data to the external IP address of the router. The router must then 
decide what to do with this data. That is where Port Forwarding comes into play...  

When a computer on the internet sends data to the external IP address of the router, the router needs to 
know what to do with the data. Port Forwarding simply tells the router which computer on the local area 
network to send the data to. When you have port forwarding rules set up, your router takes the data off of 
the external IP address:port number and sends that data to an internal IP address:port number…i.e. 
forward port 2000 on the router to the internal IP address of the DVR on the internal network. 

 

Same as the IP Address 

of the Modem 

Default Gateway         

Internal IP Address of 

the Router              

 Internal IP Address 

Assigned to the DVR DVR 



 

Page 5 of 13 
 

Notes: Port Forwarding through Two Routers 

PLEASE READ!!! Port forwarding through two routers can be very simple.  Please read the notes below to 
try to understand the principle behind port forwarding through two routers. 

Here is a picture of a double routed network. 

 

Routers have an internal and an external IP address.  The external IP address is the one that connects that router to 
the Internet. The internal IP address connects the router to the internal network (LAN).  

R1's external IP address connects R1 to the Internet. R1’s internal IP address  connects it to the internal LAN1 
network below it.  R2 connects to LAN1 with an external IP address which is the same IP Address range as R1... 

Example:  R1 Internal IP Address = 192.168.1.1  
 R2 External IP Address = 192.168.1.5    

R2 then provides connectivity to the LAN2 network below it.  The computers connected to LAN2 receive data from 
R2. Figure 2 above shows what the network would look like with IP addresses. 

Notice that the IP addresses that exist on LAN1 differ from the IP addresses on LAN2. The IP addresses that are on 
LAN1 are 192.168.1.1 and 192.168.1.5. The IP addresses that are on LAN2 are 10.0.0.1 and 10.0.0.15. Internal IP 
addresses for computers connected directly to a router will be in the same IP address range as the internal IP address 
range of the router.   

We want to forward ports from the Internal IP of R1 to a computer connected to LAN2. To do this we need to forward 
the ports in R1 to R2's external IP address. In this example we would log into R1 and forward port 2000 to 
192.168.1.5 (the external IP address of R2). It is important to note, that to connect to R1's web interface we will 
probably have to plug a computer directly into R1. The next step is to forward ports from R2 to the DVR.  In our 
example we would log into R2, and then forward port 2000 to 10.0.0.15.   You must assign a static IP address from 
R2’s IP address range to the DVR. 

DVR DVR 
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Other Resources  

PPoorrttffoorrwwaarrdd..ccoomm has guides to many routers, old and new. If we don't have specific directions for the 
router you are working with you should look here for a guide. The site has some full screen ads that show 
up, simply click the link to continue to the site at the top of the ad. You will also want the generic Default 
Guide for your router, found at the top of the routers guide page in one of the first few paragraphs.  

CCaannyyoouusseeeemmee..oorrgg is a site that you can test your ports once they have been forwarded. This will tell you 
whether traffic is successfully getting through on those ports. Or if perhaps the ISP is blocking traffic 
through those same ports.  

TTeeaamm  VViieewweerr software can create a remote desktop for us to help you. Life is so much simpler when we can 
actually see what is happening on your end. If you need us to log into a computer at your location, load 
team viewer on a computer attached to the same router that the DVR is connected to.  Call us and we will 
log in and help. 

 

 

 

PortForward.com 

PortForward.com has compiled a list of most of the routers on the market.  If your specific router is not 

listed, you will need to go to the web site of the manufacturer of the router and view the Default Guide 

there.  Remember, these are the default settings.  The default IP address and User Name/Password may 

have been changed by the person installing the router. 

1. Identify the router brand and the model #. 

2. Open Internet Explorer and type “portforward.com” into the address bar.  The web site Port 

Forward.com will open. 

3. Click on “Port Forwarding Guides” under the “Routers” header on the left side of the page. 

4. When the new web page opens, scroll down and select the router brand. 

5. The next page is advertisement so click on “Close” at the top of the page. 

6.  Another web page will open with a list of the router model #s.  Find the model of your router and 

click on it. 

7. Look for “Default Guide” in the documentation paragraph at the top of the page and click on it. 

8. When the default guide opens, simply follow the on screen instructions to set up your router for 

forwarding the ports set up in the DVR. 

http://portforward.com/
http://canyouseeme.org/
http://www.teamviewer.com/
http://portforward.com/english/routers/port_forwarding/Linksys/WRT54GC/defaultguide.htm
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Basic Port Forwarding 

These instructions are for basic port forwarding through a router attached to a cable modem or a DSL 

modem that is configured as a router also.   

You must obtain your DVR Network settings by logging into the internal network through another computer 

that is on the network or attaching a laptop to an open port on the router…then do the following: 

1. Go to your “Start” button on Windows on the computer task bar… 

 Type “cmd” in the “Start Search” pane at the bottom of the of the Start menu and hit enter. 

2. When the command prompt (black DOS box) opens, type “ipconfig” and hit enter. 

3. You will have to scroll up in the information box to find the information you need…write it down: 

 IP Address of that computer 

 SubNet Mask 

 Default Gateway (this should be the same IP address as the router) 

4. Enter the following information in the “Network” tab on the DVR menu: 

 IP Address: Enter the first three sections of the IP address of the other computer above exactly 

as is and change the last section to a number betweem 2 and 253.  Most routers are set up for 

DHCP…automatically assign IP addresses to all devices connected to it.  If the router loses 

power or is restarted for some reason, it will reassign IP address to all devices attached.  If you 

assign the DVR a static IP address and the router assigns that same address to another device, 

you will not be able to access the DVR.  Make sure the new IP address for the DVR is 

significantly larger than the number of computers on the internal network to avoid any DHCP 

conflicts…we recommend using “200”. 

 SubNet Mask: Same as information from “ipconfig”. 

 Default Gateway : Same as information from “ipconfig” (this should be the same IP address as 

the router) 

 Preferred DNS: Same as the Default Gateway. 

 Alternate DNS: Leave blank (this is not needed). 

 Click OK…Save…Apply. 

5. Testing Internal Connection: If everything is set up correctly, you will be able to open Internet 

Explorer on the computer connected to the router and type the “internal IP address” of the DVR and 

connect to it. 

6. Next you will have to log into the router and forward the ports assigned to the DVR in the 

“Network” tab of the DVR to the IP address that you assigned to the DVR. 

 Identify the router brand and the model #. 

7. Open Internet Explorer and type “portforward.com” into the address bar.  The web site Port 

Forward.com will open. 

8. Click on “Port Forwarding Guides” under the “Routers” header on the left side of the page. 

9. When the new web page opens, scroll down and select the router brand. 
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10. The next page is advertisement so click on “Close” at the top of the page. 

11. Another web page will open with a list of the router model #s.  Find the model of your router and 

click on it. 

12. Look for “Default Guide” in the documentation paragraph at the top of the page and click on it. 

13. When the default guide opens, simply follow the on screen instructions to set up your router for 

forwarding the ports set up in the DVR. 

14. When you have finished setting up the port forwarding, open Internet Explorer and type 
“canyouseeme.org” in the address bar.  This will tell you whether traffic is successfully getting through 
on those ports or if perhaps the ISP is blocking traffic through those same ports.   

 If all of the ports are working, you're done. 

 If all of the ports are blocked, go back and double check your port forwarding rules. If 
everything looks right and still is not working, reboot the DVR to make sure it's network 
interface is working. Sometimes after making changes in the network page, the settings won't 
take effect until after a restart. If that makes no difference, the ISP may be blocking the traffic. 
You will need to contact them and get them to open the ports for you.  

 If only some of the ports are working, double check your port forwarding rules. If everything 
looks right, then the ISP may be blocking the specific ports your using, particularly port 80. You 
can get around this by picking another port, changing it in both the DVR and router. Stay above 
2000 when selecting ports, most ports below that are pre-assigned to some service and should 
not be used.  

15. Testing External Connection: If everything is set up correctly, you will be able to open Internet Explorer 

on a computer that is NOT connected to the router and type the “external IP address” of the DVR and 

connect to it.  If you used any port other than port “80” as the “HTTP” port, you will have to enter the 

“IP address:port #”…example 75.86.124.163:2005.  If you used port 80, you do not need to enter the 

colon and port 80 after the IP address. You can also test this using a smartphone, making sure it is NOT 

connected to the local WiFi.  Use a 3G or 4G connection and connect to the DVR with the correct app. 

Get the correct external IP address from a website such as canyouseeme.org or ipchicken.com. You 

could also use the DDNS hostname if you have set that up. 

 

http://portforward.com/english/routers/port_forwarding/Linksys/WRT54GC/defaultguide.htm
http://canyouseeme.org/
http://www.ipchicken.com/
http://dvrconnection.com/wiki/index.php?title=DDNS
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Port Forwarding Through Two Routers 

These instructions are for port forwarding through a router attached to a cable modem or a DSL modem 

that is configured as a router and a second router (not a switch or hub) attached to the first router.  The 

DVR would be connected to the second router. 

 You must get all of your information for both routers prior to starting the port forwarding.  Follow the 

steps below and write down the information and which router it belongs to. 

Router 1 IP Information…Attached to the Modem: 

You must obtain your Router 1  settings by logging into the internal network through another computer 

that is connected to Router 1 or attaching a laptop to an open port on Router 1…then do the following: 

1. Go to your “Start” button on Windows on the computer task bar… 

 Type “cmd” in the “Start Search” pane at the bottom of the of the Start menu and hit enter 

2. When the command prompt (black DOS box) opens, type “ipconfig” and hit enter. 

3. You will have to scroll up in the information box to find the information you need…write it down: 

 IP Address of that computer 

 SubNet Mask 

 Default Gateway (this should be the same IP address as Router 1) 

 

Router 2 IP Information…Attached to Router 1: 

You must obtain your Router 2  settings by logging into the internal network through another computer 

that is connected to Router 2  or attaching a laptop to an open port on Router 2…then do the following: 

1. Go to your “Start” button on Windows on the computer task bar… 

 Type “cmd” in the “Start Search” pane at the bottom of the of the Start menu 

2. When the command prompt (black DOS box opens), type “ipconfig” and hit enter. 

3. You will have to scroll up in the information box to find the information you need…write it down: 

 IP Address of that computer 

 SubNet Mask 

 Default Gateway (this should be the same IP address as Router 2) 
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You must obtain your DVR Network settings by using the Router 2 Information obtained in the previous 

step…then do the following: 

1. Enter the following information in the “Network” tab on the DVR menu: 

 IP Address: Enter the first three sections of the IP address of the other computer above exactly 

as is and change the last section to a number betweem 2 and 253.  Most routers are set up for 

DHCP…automatically assign IP addresses to all devices connected to it.  If the router loses 

power or is restarted for some reason, it will reassign IP address to all devices attached.  If you 

assign the DVR a static IP address and the router assigns that same address to another device, 

you will not be able to access the DVR.  Make sure the new IP address for the DVR is 

significantly larger than the number of computers on the internal network to avoid any DHCP 

conflicts…we recommend using “200”. 

 SubNet Mask: Same as information from “ipconfig”. 

 Default Gateway : Same as information from “ipconfig” (this should be the same IP address as 

the router). 

 Preferred DNS: Same as the Default Gateway. 

 Alternate DNS: Leave blank (this is not needed). 

 Click OK…Save…Apply. 

2. Testing Internal Connection: If everything is set up correctly, you will be able to open Internet 

Explorer on the computer connected to the router and type the “internal IP address” of the DVR and 

connect to it. 

Forwarding Router 2: 

1. Next you will have to log into Router 2 and forward the ports assigned to the DVR in the “Network” 

tab of the DVR to the IP address that you assigned to the DVR. 

 Identify the router brand and the model #. 

3. Open Internet Explorer and type “portforward.com” into the address bar.  The web site Port 

Forward.com will open. 

4. Click on “Port Forwarding Guides” under the “Routers” header on the left side of the page. 

5. When the new web page opens, scroll down and select the router brand. 

6. The next page is advertisement so click on “Close” at the top of the page. 

7. Another web page will open with a list of the router model #s.  Find the model of your router and 

click on it. 

8. Look for “Default Guide” in the documentation paragraph at the top of the page and click on it. 

9. When the default guide opens, simply follow the on screen instructions to set up your router for 

forwarding the ports set up in the DVR. 

 

Forwarding Router 1: 

1. Next you will have to log into Router 1 and forward the ports assigned to the DVR in the “Network” 

tab of the DVR to the IP address that is assigned to Router 2. 

 Identify the router brand and the model #. 

2. Open Internet Explorer and type “portforward.com” into the address bar.  The web site Port 

Forward.com will open. 

http://portforward.com/english/routers/port_forwarding/Linksys/WRT54GC/defaultguide.htm
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3. Click on “Port Forwarding Guides” under the “Routers” header on the left side of the page. 

4. When the new web page opens, scroll down and select the router brand. 

5. The next page is advertisement so click on “Close” at the top of the page. 

6. Another web page will open with a list of the router model #s.  Find the model of your router and 

click on it. 

7. Look for “Default Guide” in the documentation paragraph at the top of the page and click on it. 

8. When the default guide opens, simply follow the on screen instructions to set up your router for 

forwarding the ports set up in the DVR to Router 2. 

9. When you have finished setting up the port forwarding, open Internet Explorer and type 

“canyouseeme.org” in the address bar.  This will tell you whether traffic is successfully getting 

through on those ports or if perhaps the ISP is blocking traffic through those same ports.   

 If all of the ports are working, you're done. 

 If all of the ports are blocked, go back and double check your port forwarding rules. If 
everything looks right and still is not working, reboot the DVR to make sure it's network 
interface is working. Sometimes after making changes in the network page won't take effect 
until after a restart. If that makes no difference, the ISP may be blocking the traffic. You will 
need to contact them and get them to open the ports for you.  

 If only some of the ports are working, double check your port forwarding rules. If everything 
looks right, then the ISP may be blocking the specific ports your using, particularly port 80. You 
can get around this by picking another port, changing it in both the DVR and router. Stay above 
2000 when selecting ports, most ports below that are pre-assigned to some service and should 
not be used.  

14. Testing External Connection: If everything is set up correctly, you will be able to open Internet 

Explorer on a computer that is NOT connected to the router and type the “external IP address” of the 

DVR and connect to it.  If you used any port other than port “80” as the “HTTP” port, you will have to 

enter the “IP address:port #”…example 75.86.124.163:81.  If you used port 80, you do not need to 

enter the colon and port 80 after the IP address. You can also test this using a smartphone, making 

sure it is NOT connected to the local WiFi.  Use a 3G or 4G connection and connect to the DVR with 

the correct app. Get the correct external IP address from a website such as canyouseeme.org or 

ipchicken.com. You could also use the DDNS hostname if you have set that up. 

 
 

 
 

http://portforward.com/english/routers/port_forwarding/Linksys/WRT54GC/defaultguide.htm
http://canyouseeme.org/
http://www.ipchicken.com/
http://dvrconnection.com/wiki/index.php?title=DDNS
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